With our increasing dependency on computer-based systems, ensuring their dependability becomes one the most important concerns during system development. This is especially true for safety-critical systems. Critical systems typically use fault tolerance mechanisms to mitigate runtime errors. However, fault tolerance modelling and, in particular, rigorous definitions of fault tolerance requirements, fault assumptions and system recovery have not been given enough attention during formal system development. This paper proposes a development method for stepwise modelling of high-level system fault tolerant behaviour. The method provides an environment for explicit modelling of fault tolerance and modal aspects of system behaviour and is supported by tools that are smoothly integrated into an industry-strength development environment. A case study is used to demonstrate the proposed method.
Introduction
Our society is becoming increasingly dependent on computer-based systems due to the falling costs and improving capabilities of computers. There is a class of systems called critical that operate with resources of the highest value and defects of which can have a significant impact on the environment, assets, and human life. Critical systems have to be dependable [2] , so that they can be justifiably trusted to provide the required services.
It is well-known that one cannot produce a faultless system functioning in a perfect fault-free environment [8] . A number of safety and reliability analysis techniques are being successfully used nowadays in industry such as Failure Modes and Effects Analysis (FMEA), Fault Tree Analysis, and HiP-HOPS. Deterioration of physical components makes it necessary for systems to employ fault tolerance mechanisms [8] in both hardware and software.
Furthermore, the design complexity of modern systems requires additional means for reducing the number and criticality of design faults. One of the prominent solutions to ensuring systems dependability by fault prevention and/or fault removal is the inclusion of formal modelling in various stages of the software development process. Usage of formal methods in development of dependable systems is increasing and is proven to be cost-effective [13] . Among the main current obstacles to adopting formal methods by industry are the lack of tools and engineers' experience in formal development. We believe this situation can be significantly improved by teaching best practices of modelling and providing modelling guidelines and reusable solutions.
The development method proposed in this work builds on our study of the requirements descriptions and formal models produced by deployment partners of the FP7 DEPLOY project [4] . The study showed that up to 35-40% of requirements to critical systems can be devoted to fault tolerance. However, typically, formal models do not adequately represent the fault tolerant behaviour due to the fact that the fault tolerance component of requirements is intertwined with the functional one and is difficult to address during the modelling phase.
There are a number of studies on formal modelling of fault tolerance. Some research is done on extending original semantics of formal methods with additional fault tolerance modelling constructs [5] . Other techniques provide patterns and modelling styles for modelling fault tolerance within the formal semantics of a particular formalism. For example, [7] provides a guidance to modelling fault tolerant control system in the B formalism. The authors focus on modelling lowlevel component failures that may be masked at a system level. Another example of a style-based approach is introduced in [6]. The paper describes a general formal specification pattern to be applied in development of dependable systems with a layered architecture. The pattern adds exception handling mechanism to each system layer and organizes communication between components within a hierarchical structure by means of exceptions. The layered exception hierarchy pattern is based on top-down refinement. The pattern follows the idea of idealised fault tolerant component (IFTC) introduced in [8]. The IFTC is a generic component which explicitly differentiates between its normal and abnormal operation, and specifies the conditions under which it switches between the two. The system is thus constructed as hierarchical layers of IFTCs. Each component can handle certain exceptions, and it propagates the unhandled exceptions to the abnormal part of its higher-level component. The idea of IFTC implies sequential composition of component executions, and its application may undermine the ability to express system-level safety properties for some proof-based methods.
We follow a pattern-based approach and propose a method for modelling high-level fault tolerant system behaviour. In contrast to the above-mentioned studies, we focus on reactive style of system-level fault tolerant behaviour, and provide support for explicit reasoning about safety properties. Although the present work focuses on refinement-based development of reactive systems, we follow the IFTC-based ideas of top-down system structuring and explicitness of system abnormal operation.
The paper is organised as follows. We give an overview of the proposed method in Section 2. Then we describe the basic modelling principles behind the method and the proposed refinement strategy in Sections 3 and 4 accordingly. We describe the method by applying it to a case study in Section 5, and draw conclusions in Section 6.
